PRIVACY POLICY

Last updated: 17 October 2026

REFERA STUDIOS (“Refera”, “Refera Studios”, “we”, “us”, or “our”) respects your privacy
and is committed to protecting your personal data.

This Privacy Policy explains how we collect, use, store, share, and otherwise process
personal data when you visit our websites, create an account, purchase or download our
products, contact us, or otherwise interact with Refera Studios.

This Privacy Policy applies to websites operated by Refera Studios, including:

e referastudios.com
o referastudios.ai

It should be read together with our Terms and Conditions and our Cookie Policy.

1. WHO IS RESPONSIBLE FOR YOUR PERSONAL
DATA?

For the purposes of the General Data Protection Regulation (“GDPR”) and other applicable
data-protection laws, the controller responsible for your personal data is:

REFERA STUDIOS

KvK number: 42195155

Tweede Jacob van Campenstraat 93 1R
1073 XP Amsterdam

The Netherlands

Email: info@referastudios.com
Website: referastudios.com

If you have questions about this Privacy Policy or wish to exercise your privacy rights, you
can contact us at info@referastudios.com.

2. WHAT PERSONAL DATA WE COLLECT

Depending on how you interact with Refera Studios, we may collect and process the
following categories of personal data.

2.1 Identity and contact information

This may include:



first name;

last name;

email address;

billing address;

country;

telephone number, if provided;

company or business name, if provided;

VAT number or other tax information, if applicable; and
other information you voluntarily provide to us.

2.2 Account information

If you create a Refera Studios account, we may process information including:

your name;
email address;

username or account identifier;

securely hashed or otherwise protected password information;
account preferences;

order history;

purchased products;

download history; and

account activity.

We do not intend to have access to your password in readable plain-text form.

2.3 Order and transaction information

When you make a purchase, we may process:

products purchased;
order number;

order date and time;
purchase amount;
currency;

billing details;

tax information;

payment status;

payment method;

refund information;
transaction identifiers; and
information necessary to fulfil, document, or support the transaction.

2.4 Payment information

Payments may be processed through third-party payment providers, including
WooPayments and PayPal.



Refera Studios generally does not directly receive or store complete payment-card details
such as your full credit-card number or card security code.

Payment providers may process information including:

payment-card or bank information;
payment-account details;

billing information;

transaction information;
fraud-prevention information;
device information; and

technical information.

The payment provider's own privacy policy and legal obligations also apply to its processing
of your personal data.

2.5 Website and technical information
When you visit our Website, certain technical information may be collected automatically.
Depending on the technologies used and your consent choices, this may include:

IP address;

browser type and version;

device type;

operating system;

screen or device characteristics;
approximate geographic information;
language settings;

pages visited;

referring website or URL;

date and time of access;

interaction with Website features;
session information;

cookie identifiers;

analytics identifiers; and

diagnostic, security, or server-log information.

The exact information collected depends on the Website functionality, hosting environment,
cookies, ecommerce technologies, security tools, and analytics services in use.

2.6 Communications
If you contact us, we may process:

your name;
email address;

the content of your message;
attachments you send us;



e order information relevant to your request;
e previous correspondence; and
e information reasonably necessary to respond to your enquiry.

2.7 Marketing information
If you subscribe to marketing communications, we may process:

your name;

email address;

marketing preferences;

subscription status;

consent information;

interaction with marketing communications, where applicable; and
the date and method by which you subscribed or unsubscribed.

We will only send electronic direct marketing where we have an appropriate legal basis to do
SO.

3. HOW WE COLLECT PERSONAL DATA

We may collect personal data in the following ways.

Directly from you
For example, when you:

place an order;

create an account;

check out as a guest;

subscribe to communications;
contact customer support;

request a refund;

exercise a privacy right; or
otherwise provide information to us.

Automatically

Certain information may be collected automatically when you visit or use the Website
through technologies such as:

cookies;

server logs;

WordPress;

WooCommerce;

ecommerce technologies;

security tools;

Google Analytics, where permitted and consented to where required; and



similar technologies.

From service providers

We may receive information from third-party providers involved in operating our Website or
processing your order, including:

payment providers;
ecommerce providers;
hosting providers;
analytics providers;
fraud-prevention services;
email providers; and
technical service providers.

For example, a payment provider may inform us that your payment has been successfully
completed without providing us with your full payment-card details.

4. WHY WE USE YOUR PERSONAL DATA

We process personal data only where we have a lawful reason to do so.

Our principal purposes and legal bases are described below.

4.1 To process and fulfil purchases

We use personal data to:

process your order;

accept and verify payments;

provide access to purchased digital products;
send order confirmations;

send download information;

maintain your purchase history;

provide invoices or receipts;

process refunds where applicable; and

provide customer service relating to your order.

Legal basis: performance of a contract or taking steps at your request before entering into a
contract.

4.2 To manage customer accounts

We may use your personal data to:

create and maintain your account;
authenticate your login;
display previous purchases;



e provide continued access to downloads;
e maintain account preferences; and
e protect your account from unauthorised access.

Legal basis: performance of a contract and our legitimate interests in operating and
securing our service.

4.3 To comply with legal and tax obligations
We may process and retain certain information in order to:

maintain financial and tax records;

comply with VAT requirements;

comply with accounting obligations;

respond to lawful requests from authorities;

comply with consumer-protection laws;

comply with applicable fraud-prevention obligations; and
establish or demonstrate compliance with legal obligations.

Legal basis: compliance with a legal obligation.

4.4 To provide customer support
We use information to respond to:

questions;

complaints;

technical issues;

refund requests;

download issues;

account issues;

licensing enquiries; and

other customer-service requests.

Legal basis: performance of a contract and/or our legitimate interests in providing effective
customer service.

4.5 To operate, maintain, and secure the Website
We may process technical information to:

operate the Website;

maintain Website functionality;
detect technical problems;

prevent fraud;

prevent abuse;

detect unauthorised access;
protect our systems;

enforce our Terms and Conditions;



e investigate suspicious activity; and
e maintain Website security.

Legal basis: our legitimate interests in operating a secure, reliable, and lawful online
business.

4.6 To analyse and improve the Website

Subiject to applicable consent requirements, we may analyse how visitors use our Website in
order to:

understand Website performance;

measure Website traffic;

identify technical issues;

improve navigation and usability;

understand which pages and products are of interest to visitors;
improve our store and product presentation; and

make product and business decisions.

We currently use Google Analytics for Website analytics.

Where consent is required by applicable law, Google Analytics will only be activated after
you have provided the required consent.

Legal basis: consent where required by law and, where legally permissible, our legitimate
interests in understanding and improving our Website.

4.7 To send marketing communications
Where permitted by law, we may send you:

new-product announcements;
Refera Studios news;
promotions;

special offers;

content updates; and

other marketing communications.

Where consent is required, we will obtain your consent before sending such
communications.

You may unsubscribe at any time by using the unsubscribe mechanism included in the
communication, where available, or by contacting:

info@referastudios.com

Withdrawing consent does not affect the lawfulness of processing that occurred before
withdrawal.



4.8 To establish, exercise, or defend legal claims
We may use relevant personal data where reasonably necessary to:

enforce our agreements;
investigate breaches of our Terms;
protect our intellectual property;
respond to legal claims;

establish our legal rights; and
defend ourselves against claims.

Legal basis: our legitimate interests and, where applicable, compliance with legal
obligations.

5. LEGAL BASES UNDER THE GDPR

Where the GDPR applies, we generally rely on one or more of the following legal bases.

Contract
Processing is necessary to enter into or perform a contract with you.

For example, we need your email address and order information to provide digital content
you have purchased.

Legal obligation
Processing is necessary to comply with laws that apply to Refera Studios.

For example, certain transaction and accounting information must be retained for statutory
tax and accounting purposes.

Legitimate interests

Processing is necessary for a legitimate business interest of Refera Studios or another party,
provided those interests are not overridden by your rights and interests.

Our legitimate interests may include:

operating our business;

maintaining Website security;

preventing fraud and abuse;

supporting customers;

protecting our legal rights;

enforcing our Terms and licences; and
improving our services where permitted by law.

Consent



For certain activities, particularly analytics, optional cookies, advertising technologies, and
some forms of marketing, we may rely on your consent.

Where we rely on consent, you may withdraw that consent at any time.

6. PAYMENT PROCESSORS

We use third-party payment providers to process customer payments.

These providers may act as independent controllers for some of their processing activities.

WooPayments

WooPayments may process information necessary to facilitate and administer payments
made through our Website.

Depending on your payment method and location, this may include:

billing information;
transaction details;

payment information;

device information; and
fraud-prevention information.

PayPal

If you choose PayPal as your payment method, PayPal may process personal data
necessary to complete your payment.

Refera Studios may receive information from PayPal such as:

your name;
email address;

billing information;
payment status;
transaction identifier; and
transaction amount.

We do not control processing performed independently by payment providers when they act
as separate data controllers.

You should review the relevant payment provider's privacy information for further details
about its processing.

7. WORDPRESS AND WOOCOMMERCE

Our Website uses WordPress as its content-management system and WooCommerce to
provide ecommerce functionality.



These systems and related plugins may process information necessary to:

display Website content;

display products;

maintain shopping-cart functionality;
process checkout;

create and manage customer accounts;
record orders;

provide digital downloads;

maintain order histories;

manage refunds;

send transactional notifications; and
administer the online store.

WordPress and WooCommerce functionality may also use strictly necessary cookies or
similar technologies, for example to:

remember shopping-cart contents;
maintain login sessions;
remember checkout progress;
provide account functionality; and
protect Website security.

The specific processing depends on the plugins and configuration in use on the Website.

8. HOSTING AND INFRASTRUCTURE

Our Website is hosted by STRATO GmbH.
STRATO provides hosting and infrastructure services necessary to operate our Website.
In connection with those services, STRATO may process information on our behalf including:

Website files;

database information;

IP addresses;

Website-access information;

server logs;

technical metadata;

backups; and

other information processed through our hosting environment.

We use STRATO in order to provide the Website in a secure, stable, and efficient manner.

Where STRATO processes personal data on our behalf as a processor, that processing is
subject to applicable data-processing arrangements.

STRATO operates the relevant hosting infrastructure used for our Website within Germany
and the European Union.



Legal basis: performance of our contracts with customers where relevant and our legitimate
interests in maintaining a secure, reliable, and efficient Website.

9. EMAIL AND COMMUNICATION SERVICES

We use STRATO for email-related infrastructure and/or email forwarding and Google Gmail
for certain business communications.

These services may process information including:

your email address;

our email address;

sender and recipient information;

the content of emails;

attachments;

timestamps;

email-routing information;

technical metadata; and

other information included in communications.

We may use these systems for:

customer-support communications;

responses to enquiries;

licensing enquiries;

refund communications;

account-related correspondence;

business correspondence; and

other communications between you and Refera Studios.

Transactional ecommerce messages, including order confirmations and download
information, may also be generated through our WordPress and WooCommerce
environment and transmitted using our configured email infrastructure.

Legal basis: performance of a contract, steps taken at your request before entering into a
contract, compliance with legal obligations, and/or our legitimate interests in communicating
with customers and operating our business.

10. GOOGLE ANALYTICS

We use Google Analytics, a Website analytics service provided by Google, to understand
how visitors use our Website.

Subiject to your consent where required, Google Analytics may collect and process
information such as:

e pages visited;
e \Website interactions;



session information;

browser information;

device information;

referring websites;

approximate geographic information;

analytics identifiers; and

other technical information relating to Website usage.

Google Analytics may use cookies and similar technologies to distinguish sessions and
measure Website usage.

For users in the European Union, Switzerland, and the United Kingdom, Google states that
Google Analytics does not log or store individual IP addresses.

Google may use an IP address temporarily to derive approximate geographic information
before the IP address is discarded.

Consent

Where applicable law requires consent for Google Analytics cookies or similar analytics
technologies, Google Analytics will not be activated until you have provided the
required consent through our cookie-consent mechanism.

You may refuse consent to analytics without being prevented from using the ordinary
functionality of the Website.

You may also withdraw your analytics consent later through the cookie-preference
functionality made available on our Website.

Withdrawing consent does not affect the lawfulness of processing that took place before
consent was withdrawn.

More information about the cookies and technologies used on the Website is available in our
Cookie Policy.

11. WHO WE SHARE PERSONAL DATA WITH

We do not sell your personal data.

We may share personal data with third parties where reasonably necessary to operate
Refera Studios, provide our products, comply with the law, or protect our rights.

Recipients may include the following.
Payment providers

Including:

e WooPayments;



PayPal;

banks;

card networks; and

related payment-processing partners.

Hosting provider

We use STRATO GmbH to host our Website and related infrastructure.

Website and ecommerce technologies
We use WordPress and WooCommerce to operate the Website and ecommerce store.

Depending on the particular plugins installed, additional WordPress or
WooCommerce-related service providers may process data where required to provide
specific functionality.

Email providers
We use:

e STRATO for email infrastructure and/or forwarding; and
e Google Gmail for certain business communications.

Analytics provider

We use Google Analytics where permitted and, where required, after you have provided
consent.

Security and fraud-prevention providers
We may use or share data with tools and providers used to:

detect fraud;

prevent abuse;

protect customer accounts;

block malicious traffic;

prevent unauthorised access; and
secure the Website.

Professional advisers

Where reasonably necessary, personal data may be shared with professional advisers
including:

e accountants;
e tax advisers;
e lawyers;



e insurers; and
e other professional consultants.

Authorities and legal recipients
We may disclose information where reasonably necessary to:

comply with a legal obligation;

comply with a court order;

respond to a lawful government request;

protect our legal rights;

investigate fraud;

enforce our agreements; or

protect the rights, property, or safety of Refera Studios or others.

12. INTERNATIONAL DATA TRANSFERS

Refera Studios is established in the Netherlands.

Our STRATO-hosted Website infrastructure is located within Germany and the European
Union.

However, certain other providers we use, including Google and some payment or technology
providers, may process personal data in countries outside the Netherlands or outside the
European Economic Area (“EEA”).

Where personal data protected by the GDPR is transferred outside the EEA, we seek to
ensure that an appropriate lawful transfer mechanism is used.

Depending on the provider and destination, this may include:

a European Commission adequacy decision;

participation in a legally recognised data-transfer framework;

European Commission Standard Contractual Clauses;

other recognised contractual safeguards; or

another transfer mechanism permitted by applicable data-protection law.

Where appropriate, additional technical, organisational, or contractual measures may also
be used.

You may contact info@referastudios.com if you would like further information about
safeguards applicable to relevant international transfers.

13. HOW LONG WE KEEP PERSONAL DATA

We do not retain personal data longer than reasonably necessary for the purposes for which
it was collected, unless a longer period is required or permitted by law.



Retention periods depend on the category of data and the purpose for which it is processed.

Order, invoice, and accounting information

We retain information that forms part of our legally required business and tax administration
for the period required under applicable Dutch law.

Core Dutch business administration is generally subject to a statutory retention requirement
of at least seven years.

Certain information may be subject to longer retention periods where required by applicable
tax or VAT rules.

Customer-account information

We may retain customer-account information while your account remains active so that we
can:

e provide account functionality;
e display purchase history; and
e provide continued access to purchased downloads.

If you request deletion of your account, we will delete or anonymise information that is no
longer necessary, subject to applicable legal, tax, fraud-prevention, contractual, security, or
legal-claims requirements.

Deleting an account does not necessarily mean that all transaction records can immediately
be deleted.

Customer-support communications
We may retain correspondence for as long as reasonably necessary to:

e resolve the enquiry;
e provide follow-up support;

e respond to disputes;

e investigate fraud or abuse; or

e establish, exercise, or defend legal claims.

Marketing information
Marketing information may be retained until you unsubscribe or withdraw your consent.

After unsubscribing, we may retain limited suppression information where necessary to
ensure that we respect your request not to receive further marketing.

Analytics information



Google Analytics information is retained in accordance with our configured analytics
retention settings and the applicable Google Analytics functionality.

We aim to configure analytics retention in a proportionate manner consistent with the
purposes described in this Privacy Policy.

Security information
Server, security, and access logs may be retained for a limited period appropriate to:

identifying technical issues;
detecting attacks;
investigating fraud;
preventing abuse; and
protecting the Website.

Legal disputes

Information relevant to an actual or reasonably anticipated legal dispute may be retained for
as long as reasonably necessary to establish, exercise, or defend legal claims.

14. COOKIES AND SIMILAR TECHNOLOGIES

Our Website uses cookies and similar technologies.

A cookie is a small piece of information placed on or accessed from your device when you
visit a website.

Cookies and similar technologies may be used for purposes including:

maintaining shopping-cart functionality;

remembering login sessions;

maintaining Website security;

remembering preferences;

processing checkout;

measuring Website performance;

analysing Website usage; and

advertising or marketing, if such technologies are introduced in the future.

Strictly necessary cookies
Certain cookies are necessary for the Website and ecommerce store to operate properly.
These may be used, for example, to:

e remember products placed in a shopping cart;
e maintain account sessions;
e maintain checkout sessions;



e process orders;
e protect Website security; and
e provide functionality explicitly requested by you.

Where applicable law permits, these cookies may be used without consent because they are
necessary to provide the Website or functionality you have requested.

Analytics cookies
We use Google Analytics to understand how visitors use the Website.

Where consent is required by applicable law, analytics cookies and related analytics
technologies will remain disabled until you actively consent to them.

Advertising and tracking cookies

If we introduce advertising, remarketing, behavioural advertising, social-media advertising
pixels, or similar tracking technologies in the future, they will only be used in accordance with
applicable law.

Where consent is required, such technologies will remain disabled until the appropriate
consent has been obtained.

Cookie preferences
Where our Website provides a cookie-consent or preference tool, you may use it to:

accept optional cookies;

reject optional cookies;

choose particular cookie categories; and
change or withdraw your choices later.

Rejecting analytics or other optional cookies will not prevent you from using the ordinary
core functionality of our Website.

You may also be able to control certain cookies through your browser settings.

Blocking strictly necessary cookies may prevent parts of the Website, shopping cart,
checkout, or account functionality from operating correctly.

For more detailed information about the specific cookies and technologies currently in use,
please refer to our Cookie Policy.

15. EMAIL MARKETING

If you choose to subscribe to Refera Studios marketing communications, we may use your
email address to send relevant marketing messages.

These may include:



new-product announcements;
promotions;

Refera Studios news;

special offers; and

content updates.

Where required by law, we will only send such marketing after obtaining the appropriate
consent.

You may unsubscribe at any time by:

e using the unsubscribe option provided in the communication, where available; or
e contacting info@referastudios.com.

We may continue to send non-marketing messages where necessary, including:

order confirmations;
payment-related communications;
download information;
account-security messages;
customer-support responses;

legal notices; and

important service communications.

Unsubscribing from marketing does not prevent us from sending these transactional or
service-related communications.

16. SECURITY

We take reasonable technical and organisational measures designed to protect personal
data against:

unauthorised access;
accidental loss;
unlawful disclosure;
misuse;

alteration; and
destruction.

Measures may include, where appropriate:

encrypted connections;

access controls;

secure passwords;

software and plugin updates;

restricted administrative access;

backups;

security monitoring; and

reputable third-party hosting and payment infrastructure.



However, no online service or electronic storage system can be guaranteed to be completely
secure.

You are responsible for keeping your Refera Studios account credentials confidential and for
notifying us if you believe your account has been compromised.

17. DATA BREACHES

If a personal-data breach occurs, we will assess the incident and take appropriate measures
in accordance with applicable data-protection law.

Where legally required, we will notify the competent supervisory authority and/or affected
individuals.

18. YOUR GDPR PRIVACY RIGHTS

If the GDPR applies to you, you may have various rights relating to your personal data.
These rights are subject to conditions and exceptions under applicable law.
Right of access

You may request information about whether we process your personal data and request
access to that data.

Right to rectification

You may ask us to correct inaccurate personal data or complete incomplete personal data.

Right to erasure
In certain circumstances, you may ask us to delete your personal data.

This right is not absolute. For example, we may be legally required to retain certain
transaction or accounting information.

Right to restriction

In certain circumstances, you may ask us to restrict the way we use your personal data.

Right to data portability
Where applicable, you may have the right to receive certain personal data you provided to

us in a structured, commonly used, machine-readable format and to transmit that information
to another controller.

Right to object



You may have the right to object to certain processing based on our legitimate interests.

You have the right to object to processing of your personal data for direct-marketing
purposes.

Right to withdraw consent
Where processing is based on your consent, you may withdraw that consent at any time.

Withdrawal does not affect the lawfulness of processing that took place before consent was
withdrawn.

Rights concerning automated decision-making

Where applicable, you may have rights concerning decisions based solely on automated
processing that produce legal effects or similarly significantly affect you.

Refera Studios does not currently intend to make decisions producing significant legal or
similar effects on customers solely by automated means.

19. HOW TO EXERCISE YOUR RIGHTS

To exercise a privacy right, contact:
info@referastudios.com

Please explain which right you wish to exercise and provide sufficient information for us to
identify the relevant personal data.

We may need to verify your identity before fulfilling a request in order to protect against
unauthorised access, disclosure, alteration, or deletion.

We will respond within the period required by applicable law.
In most circumstances, exercising your privacy rights is free of charge.

Applicable law may allow us to charge a reasonable fee or refuse to act in limited
circumstances involving requests that are manifestly unfounded or excessive.

20. RIGHT TO COMPLAIN

If you are concerned about the way we process your personal data, we encourage you to
contact us first at:

info@referastudios.com

You also have the right to lodge a complaint with a competent data-protection supervisory
authority.



As Refera Studios is established in the Netherlands, the principal Dutch supervisory
authority is:

Autoriteit Persoonsgegevens
Dutch Data Protection Authority
The Netherlands

Depending on where you live or work, you may also be entitled to complain to another
competent EU or EEA data-protection authority.

21. CHILDREN

Refera Studios' products are intended only for persons aged 18 or older.

We do not knowingly offer our products to or solicit purchases from persons under the age of
18.

If you believe a person under 18 has provided personal data to us, please contact:
info@referastudios.com

Where appropriate and legally required, we will take reasonable steps to delete such
information.

22. SENSITIVE PERSONAL DATA

Refera Studios does not intentionally request special-category personal data such as
information concerning:

racial or ethnic origin;

political opinions;

religious or philosophical beliefs;
trade-union membership;

genetic data;

biometric data used for unique identification;
health information; or

a person's sex life or sexual orientation.

Please do not send this type of information to us unless it is genuinely necessary for a
particular request.

If such information is provided unexpectedly, we will handle it in accordance with applicable
law.

23. THIRD-PARTY WEBSITES AND SERVICES



Our Website may contain links to third-party websites, applications, social-media platforms,
Al services, payment providers, or other external services.

Refera Studios does not control how independent third parties process your personal data.
Their processing is governed by their own privacy notices and policies.

We encourage you to review the privacy information of any third-party service you use.

24, SOCIAL MEDIA

Refera Studios may maintain profiles on third-party social-media platforms.

If you interact with our profiles, the relevant social-media platform may process your
personal data under its own terms and privacy policies.

Depending on the platform and the nature of your interaction, Refera Studios may receive
information such as:

public profile information;

username;

comments;

messages;

reactions; and

other information you choose to share.

We may use such information to:

communicate with users;

operate our social-media presence;
respond to enquiries;

provide support; and

promote Refera Studios.

25. FRAUD PREVENTION AND ABUSE

We may process information reasonably necessary to identify and prevent:

fraudulent transactions;

stolen payment credentials;
unauthorised account access;

unlawful redistribution of our products;
Website attacks;

abuse of our services; and

violations of our Terms and Conditions.

This may include:



transaction information;
account activity;
technical information;
IP addresses;

server logs;

security logs; and
related information.

Legal basis: our legitimate interests in protecting our customers, Website, intellectual
property, and business, as well as compliance with legal obligations where applicable.

26. BUSINESS TRANSFERS

If Refera Studios undergoes a merger, acquisition, restructuring, sale of assets, transfer of
business, or similar transaction, personal data may be transferred as part of that transaction
where permitted by applicable law.

Any recipient acquiring the relevant business would be required to process personal data in
accordance with applicable data-protection requirements.

27. CHANGES TO THIS PRIVACY POLICY

We may update this Privacy Policy from time to time.
Reasons for doing so may include:

changes to our Website;

changes to our service providers;
changes to our products;

new payment methods;

changes to analytics technologies;
changes to marketing technologies;

new Website plugins or services;

legal or regulatory developments; or
changes to our data-processing activities.

The date at the top of this Privacy Policy indicates when it was last updated.

Where a change materially affects how we process personal data, we will provide additional
notice where required by law.

28. CONTACT US

For questions about this Privacy Policy, our handling of personal data, or the exercise of
your privacy rights, contact:



REFERA STUDIOS

KvK number: 42195155

Tweede Jacob van Campenstraat 93 1R
1073 XP Amsterdam

The Netherlands

Email: info@referastudios.com
Website: referastudios.com
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